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February 6, 2013 
Via US ECFS 

Marlene H. Dortch, Secretary 
Federal Communications Commission 
445 12lh Street S.W. 
Washington, D.C. 20554 

RE: Telava Mobile, Inc. 
Form 499 Filer ID: 828375 
Annual Customer Proprietary Network Information Compliance Certification; 
EB Docket No. 06-36 

Dear Ms. Dortch, 

Enclosed for filing is the Annual Customer Proprietary Network Information ('·CPNI'') 
Compliance Certification; EB Docket No. 06-36, filed on behalf ofTelava Mobile, Inc. 

Please acknowledge receipt of this filing by date-stamping the extra copy of this cover letter and 
returning it to me in the self-addressed, stamped envelope provided for that purpose. 

Please do not hesitate to contact me at 407-260-1011 or mark@csilongwood.com if you have any 
questions or concerns. 

Thank you for your assistance in processing this filing. 

Since~ 
~ ~ ~ 
Mark G. Lammert, CPA 
Tax Preparer for Telava Mobile, Inc. 

cc: Telava Mobile, Inc. 
file: Telava Mobile, Inc.- PUC- FCC 



\T\fEMT:'~l OF POLl(\ H\TR~ \Tl\IF.N'I OF 
Cl ST0!\-1l~R PROPRlET \R\ i\£T\\ORI\. INFOR~IATIO ' 

I. hi-. l'ela\a \tohilc. Inc. (hereafter rcti!rrcd to as ··rdm;l :\tohilt:"") poltc) not rn use 
CPNI for am activity other than pcrmillecl by lav. \n~ dtsdosur~ ~t CI'NI tn ~llhcr 
panic:-. (~w.:h as alliliall.!s. n:mlors. anJ agems) o\.'curs l nly iritIS nccL, >m) to conJuct a 
kgitimmc busrncss activity n:latccll<l the servict:s already prn\'idt!ll by t 1 • compan~ to the 
cu:-.tomcr. II the(. ompall) i~ not re~uin:d O) ht\\ tu Jbdusc the< P"-1 r rl the imendcJ 
USc;' tlot.:s not litll within <'llC or the cane oub. the Cnmp<lll) \\ rll lir Sl ontain the 
CIISI~l!llC( ~ Cl nscnt prior ll) u-:ing (. rl\l 

2 !"clava Mobile l(•llu\\ :-. · nclustr~ -sla"1JmL' prm.tiee-. to rr~·· cnt unauthorized a~. cess 10 

l'PNI hy a person other that the Sllhscribcr or I dm (I Mobile. lloweH·r. rclnva 1\ tnbik 
cannnt guarantee that these pracuccs wtll prt:\Cnl t:\cr,· tnaulhonzcJ nnempt lo access. 
u~c. nr disclose personally itkntitiohle inlormati(lll . "f ht:r~hlrc: 

t\. If an urKtttlhorized {hsclo:-;ur\.' were to occur. ·1 davn Mobile shull pnn·t<k 
notiJicalion ol' the breach \\ithtn scvl:ll t71 Ja)s to the United States Sl..'cn.:t 
Sen ice ( .. l iSSS .. ) anJ the T ec..lcrul Bureau of lm c~Ligaliun c·FBI"'). 

A. l'dnva Mohilc shall wait an atltlitional seven ( 71 tluys from it:-. government nol!cc 
prior to nutiiYing the afli!ctcd customer-. of the breach. 

( ·. Notwithstanding the provisions in subparagraph H UOll\"e, Tl·lavu Mobile shall not 
w:ur the uclclithmal st'\'cn (7) tlu~·s to notil\ it" customers il 1 clnva Mohik 
detl.'rmincs thcrc is an immctlimc nsk nr irreparable ham1 to thl' cuc;tomers . 

D. Tch\ a l\.lohik shall ma[nt.lln records nf dis<.:o\'crcd bn:adtcs for a pl.'riod of at 
kasl t\\\.) (~l ~cars. 

\. ,\llcmplo~ccs \\ill be traincJ a5 to whl.:r the) arc. and an.• 11<1l. .tUthorllcd to US\.' CPl"\1 
upon employment with the ( ompan) and Jrmually thcn:ath:r. 

A. Sp .. ·dficully. Tclava ~1nhih: shnll prohibtt Jts personnel frum relcnsing ( P'NI 
ba.-;~.,J upon a customer-initiaLed tekphon~ '-<til c'\c .. ·rt under th\.· I olio" ing three 
(3 1 circumstances: 

I. When Lhc customer has pn:-cstahlishctl u pass\\Ord. 

When the infnnn.llinn requested b) the customer r:-. to be sent tu lhc 
customer"s au<.lrcss ul record. nr 



3. Wh~!n Tc:la\'a '\lohih: <.:allo:; the cu!\tNncr' <> tdq hone m1mhcr of rc<.:l lr<l and 
ths<...usscs the 1nlom1at1on with the part\ initi Illy idcnlllied h~ cu;;t,llncr 
wh~.:n SL'r\'ICC v. as i ni tiatcd 

• r,) initiate. rcmkr. maintain. repair. bill and colkct for sen 1cco;: 

• ro protct.:t its propcn~ rights: or to protect its -;ubs..:ribcr~ or other carriers 
from frauJuknt ahus1vc . or the unlnwfi.tl usc of. or suh.cnpllon to. !\Uch 
scrYlCCS: 

• 'In prm ide inbound lckmarkcung. rcti:rr;.il or administrall\ t.' 5-Cf\ icc;:, tn 
the cu~tomcr during a c.:ustnmcr initiated c.:all and \\'ith the Lllstnrm:r' s 
111lonneJ c:onscnt . 

• 'In market aJJitional scrn<.:cs to customers that arc '' nhm the ..;a me 
L'~llcgorics of Sef\ IC:C to \\ hich thl! CU!->(OillCr alrcUd) s uhsCrthCS. 

• 'l'1l market scrvic~.:s torm~.:rly 1-.nown as adjunct-tll·bnsic :.en ICC!< and 

• To market additional scr' 11.:cs to customers "ith the r~·ccipt ''' inf'llrmed 
l.'nnsent \ ' IJ the usc ot opt-in or npl-out. a.;; appl ic:1hk 

4. Prior tn allowing ,te~:css w Cu:-tnmer< indi\'idually id~miliahl c C'PN I tn I cla \'a t>-1uhi 1c · s 
ioint \ cntur~rs llf indepcnd0nt contrnctors. '!'clava Mobik will rt.'tJUirc, in order to 
safeguard thm inf'onnallon. th~:1r t!nlry into both c.:onlidcmiulit) agrl:~?mcnts that ensure 
l'<•mplian~:c with this Stat~:mcnt ami shall obtain opt-111 conscm lh11n a customer prior to 
disclosing the infonnation. In .tdditwn. I cla\a Mt.,bik requ ire!> a ll liUtsiclc lk.tlers and 
\gents tn acknowledge and t.wtit) that the~ ma~ ·ml) ust. CP\11 lilr the purp<•sc lor 

which that inltmnution has been pmvidcd. 

5. I cia\·~, i\ luhllc rcqllln:s ~xprcss written Juthorintinn ti·orn the cu ... torncr prior to 
d1sp~:nslll!,! CPNI ln 11\..'\\ canicr~. excl.!pl as oiiH.rwisc rcquir~.·d hv law. 

<l. ll:!av:t ~t.lhilc do~.·s twl marl\ct. share or othcrv, ist· sell CP'\l l mftmnat1011 In any third 
pany 

i. I dav:1 ~1obik maintams a record of its 0\\11 <Uld its anil in!l.:s' sales ~nd marketing 
..:ampaigns that us<.: 'I dava \1\uhilc's cusmmcrs· CPNI I he record \\Ill include n 
dc:-niptiun ul .:adt c.mtpaign. the spccilit: CJ>'-1 1 that w:L'i u:-t I i11 th<-" campaign. and "hat 
prnJucts and s~.·rviccs wen.: of"fercd as part of thL' campaign. 

A. Prit'r comrncnccm.:nt ol ,, saks l)f marketing~.·, mpaign that uti li;.:~ ( I'NI. Td~t\a 
Mt1bik establishes the status of a cuslllmcr· ( '>NI appr\ l\'31. I he fo llowing sets 
lorth the prou~durc fi)llm\cd b~ Tela'<t \lo"'ih:. 

• Priur to any s•1lkitntion l\1r ~.:ustomcr apprn\'al, I ela\'.1 Mohilt.· will thltir'y 
customers t'f their right to rL·.strict the u;-;e or' disclc•surc of. and a.:ccss tn 
their ( P'JI. 



• Tdava \lohil~ \\ill USI." opt-i·l arrrm Jl (~lr a 1 lllSlatli.'C Ill \\hich Tdava 
N1ohik must obtain customer uppro\'al pnn1 ltl using. u1:;dnsing. or 
p.:nnittin!! a<:t:.:ss to< 'PI\, I. 

• 1\ ~llc;tom~.:r' .s npprm at 01 disapprO\al r~.::nain:- 111 ~.·fkct until 1 LU:.tomer 
l'c\·nkcs or limits su~h approvul m Jisapprnval. 

• Rc~:ords llf uppnl'- als an: mainwincd :nr 11 least one ) car 
• l"dava Mohik provides 1nd1\ 1dual tHlliCI.' to cuslomcts \\he.· II solt~:llmg 

approval to tLsc. disclose. or pcnnit a1.~1.·ss w ( P'\!1. 
• The: Lnllll.'nt nt Tela' a Mo1'11 k · s ( P'\ I nou"·cs corn pi) \\ llh I·CC rule 

,,4. 201>~ 11.). 

S. Tda\J \fobilc has implcmcmcd a systl.'ll1 to ,,htalll .1pproval and inl\mned ctnscnt lrom 
i t~ custom~.·r~ prior to the us~: ot CP"\11 t(u· mart...:ting purposes ' I his system nil v s hw the 
status 11: a customer's CP'I appr,H'ul to b..: clcarl) cstahlishcJ prior to the usc nf\J>Nt. 

9. l'dava Mohik hus a sUJK!f'\' isor~ rc' it:'' prot:css regarding c~·mpliancc \\ith the (. P'I 
rules f(,r nuthnund marketing "ilualle'\!ls and \\til m:~int~in compliance records for at kast 
lllle y~.·ar. 'lpcdlicatty. Tclava \ fobllc's snks personnel will uhlain ex pres:- upprovat of 
an) prnpllScd 'I ttl hound markcung n:qul"st li.lt w~tomL·r appmval ,>f the usc of CPNI b) 
The (icncral (.\,unset ofTd:l\'a Mohi k 

Ill. 'J'da,·a 1\ lubik noti tics customers imml!<.hatcl~ tlf any a"·counr ;hangc:.. including address 
of record. aut.hcmication. on lin~.· ;Iecount and password related chongcs. 

11. l'da\ a Mobik ma~ ucgotiall' nlternatl\ c authcnttc.ttion pr\)c..:dure~ for SCI'\'IC'-"S that 
Tclava ~ h•bilc prm ides lll husmcsl' customer" that huvc a dediClll\.'d account 
rcpn.:st•ntativc and ,, contr.1ct that spct:ilically adurcsscs Tclnva i\fohile's protection of 
CP~I. 

12. Tdava Mohik• is prepared 10 pro\'id, \\fl:tcn 1111lice '''thin rn·c busiu .. ·ss da)s to th..: l·CC 
or an~ inst;mn· \\her~· 1hc np1-in mcL"hamsms dl' not \\urk pwpcrly lll such a degn.:c that 
~onsumcr's in<1hili1y to opt-in i~ more than an anomal~ . 



\'\J\ lJAl. .n ( '.F.R S: 64.201() (c) ( P~l CERTIFICATION FOI~ 2013 
EB Docker ()()-36 

I >at~.· Filed: .lanua0 1 X • .2011 
'\.itlll' ni'Comp:my: Td.t\..t \ fohik. lnl'. 
f"onn 4jl9 1:ilcr II>: X~8.:l75 

Nam~ \,f Signator~ · Baldv. in Yung 
l"itlc of sign:nor~: Prcst~.knt 

~CGl. 
1.-B.tld\\111 \ ung. ccrtif~ that I am an ,)fliC\.'r nf lh~! comp.my named aho\e. and acung as an 
ag~.·nt 111 lhl· wmpany. thut r have personal "-no\Nlcduc that the <.ompany has cswblbhcd 
'Pl'l'lJllng procedures that arc adl:lJU<liC to ensure complirul~o:1.: With the: Commission 's CPNI rules. 
s~.·l 47 c.~ R &()4.20111 <'t sec1. 

\ tadh:J hl this ccnitication is an accompanying stmcmcl1l explaining h1.1W tlw comp1111) 's 

'1roccdmcs ensure that th~.: cumpan~ i~ in compliance \\ilh the rcquircmcms set lr11th in sectitlll 
t--+.:0(11 £1 H'tf ot the ( ommtssion's rules. 

fh1.· l'ompany has hll taken mn .tclJOns {proceedings instituted '·r pet !tons tikd by .1 company at 
~·ith"·r ~tate.: commrs~ions. the court system. ur m the Comm1sston agam st data broken;) agJinst 
datu broko..:rs in th~ past 'car I h~ steps the cmnp.!ll)- has tah.cn tu protect CPNI incltHh.: updating 
it:-. CP!\!1 practices und proct:durc:- and conductinb new Imming dcs•gncd to t:n:-.ure cc•mpliance 
v .. ith the FCC's modilicJ ( PNI rules. 

("h~ ~:nmpa11~ has 110! ICCci\.Cd uny Cl1Sl0 111CI COntplaillLS in the past ycur COtlCl!llllllg the.: 
un,ruthuriz .. :J r lca~c ol' ( P'\ I 

Sig.m:d: 


